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1 [IK-7.1

Kakue Tpu cBoiicTBa 00pa3yrorT
OCHOBHYIO Tpuamy
MH(GOPMaLMOHHON 0€30MacHOCTH
(CIA)?

1) Control, Identification, HU3KHHN
Authorization

2) Confidentiality, Integrity,
Availability

3) Cryptography, Infrastructure,
Access

4) Compliance, Intelligence, Audit

2 MK-7.1

Urto Takoe CYHUb cornacHo
pOCCHIICKOMY CTaHIApTY?

1) Ciyx0a yrpaBiaeHuUs HU3ZKHANA
MH(POPMALMOHHBIMU 0a3aMu

2) Yactp o0111e#i CUCTEMBI
yIIpaBJICHUS, OCHOBAHHOW Ha
OIICHKE OM3HEC-PUCKOB,
MpEeHAa3HAYEHHOM JJIsl CO3/IaHMs,
BHEJIPEHUS, IKCIUTyaTalluH,
MOHHTOpPHHTA U
coBepiieHcTBoBanus b

3) Crennanu3upoBaHHBIN y3e
ynpaBieHus: HH)OpMamOHHON
0€301acHOCTHIO

4) Cucrema yuéra u
MHBEHTapU3alu 0€301acCHOCTH

3 MK-7.1

Kakoii poccuiickuii henepanbHbIii
3aKOH PeryJIupyeT 3alluTy
MEPCOHAJIBHBIX JIAHHBIX ?

1) @3 Ne 149 «O6 unpopmanmu, HU3KUI
MH()OPMAIIMOHHBIX TEXHOIOTHUSIX U
0 3aIuTe HHPOPMALIUN

2) @3 Ne 187 «O 6e3omacHOCTH
KPUTHYECKON MH(POPMAITUOHHON
UH(paCTPyKTYpbD»

3) @3 Ne 152 «O nepcoHanbHbIX
JTAHHBIX»

4) @3 Ne 63 «O0 >11eKTpOHHOK
TIOJIITHCHY

4 MK-7.1

Kaxkoit mexayHapoaHbIi
CTaHJIapT yCTAHABJINBAET
TpeOOBaHUS K CUCTEME
ynpasnenusi Ub (CYUB)?

1) ISO 9001 HU3KUAN
2) ISO 31000
3) ISO 22301
4) ISO/IEC 27001

5 MNK-7.1

[IpoGnemaruka
nH(pOpPMallMOHHON 06€30MacCHOCTH
B KOPIIOpAIMK OXBaThIBAET:

1) ToJIbKO TEXHUYECKHE ACTICKTHI HU3KUU
3alIUThl CETEBOU

UHOPACTPYKTYPHI




2) TonbKO BONIPOCH
AHTUBUPYCHOH 3aIIUTHI U
mupoBaHUS TaHHBIX

3) Kak nporpamMmHbIe 1
TEXHUYECKHE acleKThl, TaK U
OpTraHU3aLHOHHBIE 0COOCHHOCTH
(byHKIMOHUPOBaHUS Ou3HEeca

4) ICKIIIOYUTENTHHO TIPABOBBIE H
HOpMaTUBHBIE TPeOOBaHUS
PErysiTopoB

MK-7.1

Monens PDCA B KOHTEKCTE
CVYUD o3Hayaer:

1) Protect — Detect — Control —
Analyze

2) Plan — Do — Check — Act —
HEIPEPBIBHBIN LUK
IUTAHUPOBAHMS, BHE/IPEHMS,
nposepku u ynyuienus CYNDb

3) Prevent — Document — Certify
— Audit

4) Policy — Deployment —
Compliance — Assessment

CpeaHui

MK-7.1

Gap-ananu3s B ynpasinenuu Ub
NPUMEHSETCS JUTS:

1) BeisBieHus XakepcKuX aTak Ha
KOPIIOPATUBHYIO CETh B peajIbHOM
BpEMEHHU

2) OnpeneneHus pa3pbiBa MEXKITY
TeKymuM coctosiuuem b u
TpeOOBaHUSMU CTaHAPTA WIH
MOJIMTHUKH, KOTOPhIE HEOOX0IUMO
JIOCTUYD

3) Pacuéra cTOMMOCTH JIUIICH3UI
Ha CpeJICTBA 3aIUTHl HH()OpMaIHH
4) Ananuza ceTeBoro Tpaduka Ha
MpEaMET AaHOMAJIMI

CpenHui

MK-7.1

UYro BKIItOYAET B ceOs
MHBEHTapU3alys aKkTUBOB B
pamkax CYUB?

1) Tonpko y4€T cepBEpHOTo U
CETeBOr0 000PYyIOBaHUS

2) BeisiBneHue, OLEHKY U
pamKUpOBaHHE HHPOPMAITHOHHBIX
aKTUBOB OpPIaHU3ALMHU C
OIpeeNIEHuEM UX LIEHHOCTH

3) Peructpanuio nporpaMMHOIo
oOecrieyeHus: B peecTpe
Muntudpsr

4) CocTaBJICHHUE IITATHOTO
pacniucanusa UT-nogpasnenenus

CpenHuin

MK-7.1

Monens ynpaBiieHUs: JOCTYTIOM
RBAC (Role-Based Access
Control) npenmnomnaraer:

1) Haznauenwue mpaB gocTyrma
HEINOCPEACTBEHHO KaXI0My
10JIb30BATENI0 CUCTEMBI

2) Haznauenue npas posiM, a
I10JIB30BATENSM - POJIEH COTIIaCHO
JOJIKHOCTHBIM 00SI3aHHOCTSIM, UTO
yOpoIiaeT aAMHHUCTPUPOBAHUE
3) OrpanuueHue A0CTymna
HCKII0UnTENbHO 1o [P-anpecy n
re0JIOKaINH

4) O6s3aTenbHOE TBYX(AKTOPHOE

CpenHuin




MOJTBEPKICHUE ITPH KAXKIOM
BXOJ€E

[S—

MK-7.1

Yo takoe «llonoxenue o
npuMeHuMocTn» (Statement of
Applicability, SoA) B pamkax ISO
270017

1) TpynoBoii noroBop ¢
coTpyaHuKaMu ciyx0b1 b

2) JloKkyMeHT, (pUKCUPYIOLIHIA,
KaKHe MEphI 3alllUThl U3
ITpunoxxenus A crangapra
MPUMEHSIOTCS] B OpraHu3aluu, a
KaKH€ UCKIIIOUEHBI C
000CHOBaHHEM

3) TexHuyeckuii macmopT CpecTB
3alUTHl HHPOPMALUU

4) IIpoTOKOJ ay AMTOPCKOM
IIPOBEPKU BHEIIHUM ayJIUTOPOM

CpenHuin

MK-7.1

Crparerusi «IpuHITHE PUCKa»
(Risk Acceptance) B ynpaBieHuu
puckamu Mb o3Havaer:

1) Ycrpanenue yrpo3sl myTém
BHEJIPCHUS TEXHHUUYECKUX CPEICTB
3aIUTHI

2) Ilepenavy pUHAHCOBBIX
MOCIIEACTBHUM pealin3aluy prucka
CTPaxOBOM KOMIIAHUHU

3) Oco3HaHHOE PEIICHHE
PYKOBOJICTBA HE MPEANPUHIUMATH
JIOTIOTHUTEIBHBIX MEp, TaK KaK
YPOBEHb PHUCKA HE MPEBBIIIACT
JIOITY CTUMBII

4) [TonHeIii 0TKA3 OT OU3HEC-
Ipolecca, FeHEpPUPYIOLIEro PUCK

CpeaHuii

[

MK-7.1

Yro Takoe 0CTaTOYHBII PUCK B
KOHTEKCTE YIIPABJICHUS PUCKAMHU
nb?

1) Pucku, xoTopbie ObLTH
IIOJIHOCTBIO YCTPAHEHBI 110CIIE
BHeApenuss CYUb

2) YpoBeHb puckKa,
COXPAaHSIIOIIUNACS TTOCIIe
MIPUMEHEHHUS BCEX
3arJIaHUPOBAHHBIX MeEp IO
00paboTKe PUCKOB

3) Pucku, oOHapy>keHHBIE B X0/I€
BHewHero ayaura b

4) CoBOKyMHasi CTOMMOCTb BCEX
yS3BUMOCTEH MHPOPMAIIHOHHOM
CUCTEMBI

CpeaHui

MK-7.1

MHOroypOoBHEBBIN MOAXO0 K
yrpasienuto b npennonaraer:

1) 3amuTy TOIBKO BHEIIHETO
nepuMeTpa ceTu

2) Opranuzanuto 1b Ha
HECKOJIbKMX YPOBHSIX -
CTpaTeru4eckoM (IOJIUTUKN),
TaKTUYECKOM (IIPOLEAYpPbl) U
OIEpallMOHHOM (TEXHUYECKHE
MEpbl) C UX B3aUMHOM
COIIACOBAaHHOCTHIO

3) Ucnonp3oBaHue HE MEHEE TPEX
Pa3IMYHBIX aHTUBUPYCHBIX
IIPOAYKTOB OJIHOBPEMEHHO

4) Pasrpanuuenue
OTBETCTBEHHOCTH TOJIBKO MEXIY
CISO u CIO

CpenHuin




[S—

MK-7.1

[Tpunun Compliance
Management B ynpasnenuu b
O3HAYaerT:

1) YnpaBneHue TeXHUYECKUMHU
YSI3BUMOCTSIMU TI0 pe3yJibTaTamM
CKaHUPOBAHMS

2) Ynpasnenue 1b Ha ocHOBe
COOTBETCTBUS TPEOOBAHUSIM
HOPMATHBHBIX JOKyMEHTOB,
CTaHJApTOB U PETYISATOPOB

3) Perynsipuoe oOHOBIIEHUE
AHTUBUPYCHBIX 0a3 JaHHBIX

4) Yupasnenue uHnuaeHtTamu b
B PEKHME PEaIbHOTO BpEMEHU

CpenHuin

MK-7.1

Crannapt ISO/IEC 27005
MOCBSIIIEH:

1) TpeboBanusM K cepTUDUKALIIH
aynutopoB b

2) YpaBlieHUIO pUCKaMHU
nH(OpMaAITMOHHOM 0€30MTaCHOCTH:
UICHTU(UKAINY, aHATHU3Y, OL[CHKE
1 00paboTKe PUCKOB

3) Texuuyeckum Mepam
KpUNTOrpapuuecKon 3aIIuThl
nHhopmanuu

4) TpeboBaHusIM K 00Ta4HBIM
CepBHCaM U WX 0€30MacCHOCTH

CpenHui

MK-7.1

Opranu3zanus mwiaHupyer
BHeapuTh CYUD no ISO 27001.
Ha srane onpenenenus rpanun
OBLJIO PEIICHO OXBATUTh TOJIBKO
UT-ornen. Kakoit kputHuueckuii
PHCK HECET TaKOe pEeIIeHUE U KaK
€ro clieyeT 000CHOBATh Tepe]]
PYKOBOJICTBOM?

1) Hukakoro pucka ner: UT-otaen
- [JIaBHBIN BIIaJIeNel] Bcex
MH(POPMALIMOHHBIX aKTHBOB

2) Puck oTcyTcTBYeT, €Ciu
HACTPOMUTh MEKCETEBOM SKpaH Ha
rpanune UT-cermenta

3) V3kue rpanunst CYUb
MpPUBEAYT K TOMY, YTO OU3HEC-
npoueccsl BHe UT-oTnena
OCTaHyTCs He3AIUIIEHHBIMUY;
yIpo3sl (MHCAlIEphl, YTEUKU
yepe3 KOMMepUecKHii OJI0K,
¢dusnueckuit foctym) He OyayT
OXBaY€HBI; PEKOMEHTyeTCS
pacIIMPUTH TPAHUIIBI 10
KITFOUEBBIX OM3HEC-TIPOLIECCOB C
000CHOBaHHMEM YEpe3 peecTp
PHUCKOB

4) JloctaTo4HO T00aBUTH SIIE
onuH (aiipBoa

BBICOKHUI

~ —

MK-7.1

B xommnanuu npoBeieHa
KOJIMYECTBEHHAs OI[EHKA PUCKa:
BEpPOSATHOCTh MHIMAEHTA - 30% B
rof, ymep6 - 10 muH py6.
CronMocTs KOHTPMEPSHI - 4 MIIH
pyO0., OHA CHIDKAET BEPOSTHOCTh
1o 5%. Paccunraiite ALE no n
MocJie, ONpeIenuTe
1enecoo0pa3HoCTh BHEPEHUS
KOHTPMEDBL.

1) ALE no =3 muH, ALE mocne
= (0,5 MJIH; DKOHOMHS 2,5 MITH <
CTOMMOCTH 4 MJIH -
HETeJIeco00pa3Ho

2) ALE no =10 maH, ALE mocne
= 5 MJIH; P KOHOMHS 5 MJIH >
CTOMMOCTH 4 MJIH -
1e1eco00pa3Ho

3) ALE no =30 mun, ALE nocne
= 5 MJTH; OJTHO3HAYHO
11eJIeCO00pa3HO

4) Pacuér ALE He npumenuM 6e3
naHabIx 00 SLE

BBICOKHUI




1 nK-7.1 CISO xomnanuu oOHapy»xui, uto | 1) Curyauus HeKpUTHYHA! BBICOKHH
8 KopropaTvuBHas noiautuka b JIOCTATOYHO OITyOJIMKOBATh
ObuIa YTBEpIKAEHA 5 JIET Ha3ajl, He | MOJUTHKY Ha KOPIIOPAaTUBHOM
nepecMaTpuBaiach, He IOBEACHa | MopTaje
10 60% cOTpyIHUKOB U HE 2) D10 3HAUYUTETHHOE
OXBaThIBaeT 00JIAYHbBIE CEPBUCHI, | HECOOTBETCTBUE CPa3y IO
AKTUBHO UCIIOJIb3YyEMBIE HeckosbkuM myHkTaM ISO 27001
nocaenaue 2 roga. Onenure (m. 5.2,7.3,6.1.1); mnan:
cutyauuto ¢ nosunui [SO 27001 | mpoBecTH akTyanu3anuo
U TIPEJUI0KUTE TUTaH MOJINTUKHU C YYETOM 00JIauHbIX
KOPPEKTUPYIOIUX EHCTBUM. PHUCKOB, OPraHU30BaTh
00s3aTeNIbHOE 03HAKOMIICHHE
COTPYIHUKOB C TIOATBEPKICHUEM,
BBECTHU PETYJISIpHBIN (HE pexe |
pas3a B rofi) LUKJI IIEpecMoTpa
MOJIUTUKU
3) Heo6xoaumo TOIbKO 100ABHUTH
paszen 06 001auyHBIX cepBHCAX
4) [IpoBecTy BHEIUTAHOBBIM ayAUT
NT-undpactpykTyphl
1 nK-7.1 B xo1e oneHku puckoB 1) [IpuHATH pUCK, TaK KaKk BBICOKHU
9 BBISIBJICHO: YSI3BUMOCTH B BEO- UCTIPaBJICHUE YS3BUMOCTHU TpeOyeT
MIPUIOKEHUH TI03BOJISIET JUTUTEIHLHON pa3paboTKu
HECaHKIMOHUPOBAHHO 2) IlepenaTh pUCK CTPaxOBIIUKY
AKCIIOPTUPOBATH 0a3y 3) HemennenHo npuMeHHTH
MepcoHANIbHBIX NaHHbIX (152-D3). | komneHncupytoume mepsl (WAF,
BeposiTHOCTB - BbICOKast OTpaHHYEHUE IKCIOPTA JaHHBIX,
(u3BECTHA rpyIIIUPOBKa, YCHJIEHHBI MOHUTOPHHT),
aTakyroIas oTpacib). Yiiepo - napajuieIbHO 3aIIaHUPOBATh
KpUTHYECKH (ITpadbl YCTpaHEHUE YsA3BUMOCTHU B
Pockomuanzopa + OJKalIeM pennse, yBeIOMUTh
penyranmonnsie motepu). Kakoit | DPO 006 akTyansHO# yrpo3e
MeTo]1 00pabOTKH pucKa U 4) 3a010KMpPOBATH IOCTYII K BEO-
MOPS/IOK AeUCTBHUM Hanboee MIPUIIOKEHUIO J10 ITOJIHOTO
KOPPEKTEH? YCTpaHEHUs! YA3BUMOCTHU
2 nK-7.1 Ton-MeHeKMEHT KOMIIaHUU 1) CornacuthCsi 1 YCKOPUTD BCE BBICOKHU
0 cTaBuT 3a1auy: «lIpoittu MIPOIIECCHI JTFOO0H TIEHON

ceprudukamnmio [SO 27001 3a 3
Mecsanay». CISO 3HaeT, 4yTo HU
JIOKyMEHTAIUsI, HU TIPOIIECChI, HH
OCBEJAOMJIEHHOCTh TIEPCOHANA HE
rotoBsl. Kak momxeH
nerictsoBars CISO?

2) OTka3arbcs OT cepTUhUKAITIT
KAaK HEPEATUCTUYHON

3) [ToaroToBUTH AJIT pyKOBOJACTBA
o0ocHOBaHHEIH roadmap ¢
peanbHBIMH CpOKaMu (OOBIYHO 9-
18 Mecs11eB), yka3aTh KOHKPETHBIE
gap'pl, OLIEHUTH PECYPCHI
(OromkeT, KOMaH/Ia,
KOHCYJIBTaHTBI), OOBSCHUTD, YTO
dopmanbHas ceprudukanus 6e3
peanbHoro BHenpenus CYNb
HECET IIPABOBBIE U
pEemyTalMOHHbBIE PUCKH

4) IlpuBieub BHEMIHUX
KOHCYJIbTAHTOB IS OBICTPOTO
oopMIIeHHS JOKYMEHTOB

8 cemectp




ITposepsiemas
KOMIIETEHIUS

3ananue

BapuanTtsl
OTBETOB

Tun
CIIOKHOCTH
BOIIpoca

MK-7.1

YUro Takoe DLP-cucrema B
kopropatuBHoi b?

1) Distributed Logging Platform -
wiatopma pacrpeenéHHOro
KYPHAITAPOBAHHUS

2) Data Loss Prevention - cuctema
NPEOTBPAICHNS YTeUeK
KOH(HICHIINATBHBIX JaHHBIX

3) Dynamic Link Protocol - mpoTtokomn
MapHIpy TU3AIHN

4) Digital License Processing -
ynpasieHue gunensusmu [10

HU3KUHN

MK-7.1

Kakoit  crampmapr  perymmpyert
yIpaBiieHHE MHIUJCHTaMH
UHQOPMAIIMOHHOM Oe30macHoCTH?

1) ISO 22301
2) ISO/IEC 27001
3) ISO/IEC 27035
4) NIST SP 800-53

HU3KHI

MNK-7.1

Uro o3Havaer abopeBuarypa SOC
B KOHTEKcCTe KopropatuBHoit Ub?

1) System of Controls - cucrema
TEXHUYECKOTO KOHTPOJIS

2) Security Operations Center - ieHTp
MOHHTOPHHTA U PEarkpOBaHUs Ha
uHimneuTel Ub

3) Software Object Controller -
KOHTPOJIJIEp POTPAaMMHBIX 00BEKTOB

4) Secure Online Channel - 3anuménHbIH
OHJIalH-KaHaJl

HU3KHI

MNK-7.1

Uro Takoe Pentest (TectupoBanue
Ha MPOHUKHOBEHNE)?

1) IlmanoBoe pe3epBHOE KOMUPOBAHKE
JAHHBIX

2) ABTOpH30BaHHAS UMHUTAITNS aTaKH Ha
WHPOPMAIIOHHYIO CUCTEMY C IIEJbIO
BBISIBJICHUS YSI3BUMOCTEH 710 TOTO, KaK
MU BOCTIONTB3YFOTCS 3JI0YMBINUICHHUKA
3) VYcraHoBka 0OHOBIICHHI 0€30TTACHOCTH
Ha cepBepbl

4) MOHHUTOPHHT ceTeBOTo Tpaduka c
nomompo IDS

HU3KUH

MNK-7.1

APT (Advanced Persistent Threat)
- 9TO:!

1) ABTOMaTH3UpPOBaHHAs IPOrpaMMa JIJIst
MPOBEPKH MAPOJIEH

2) LlenenanpasieHHast JJIUTeIbHAS
KnOeparaka BBICOKOKBATH()UIIUPOBAHHBIX
3JI0yMBIIUIEHHUKOB, HAllEJICHHAS Ha
CKPBITOE 3aKpeIJICHUE B HHPPACTPYKType
KEPTBBI

3) OOBIYHEII BUPYC THIIA «IEPBHY,
PacIpoCTPaHAIOLIUNCS 110 CETH

4) UncTpyMeHT aBTOMaTHYECKOH maTd-
MEHEPKMEHT CHCTEMBI

HU3KHI

MK-7.1

SIEM-cucteMa BBIIOIHSIET
CIIeyFOIre KITF0UeBble (PyHKITNH:

1) Tombko XpaHeHHE U apXHWBUPOBAHUE
KYPHAIIOB COOBITHIA

2) COop, HOpPMAIM3AINIO, KOPPEIISIIHIO
cOOBITHII 0€30MacHOCTH M3 Pa3HOPOIHBIX
MCTOYHUKOB U BBISBICHUEC WHIMICHTOB B
pEeKUME peabHOTO BpeMEHH

3) Pazpabotky nomutuku Ub n o0yuyenne
HepcoHana

4) dusnyeckyro
MOMEICHUH

3alIuTy  CCPBCPHBIX

cpenHui

MK-7.1

IToxazatens RPO (Recovery Point

1) MakcuManbHOE TOITyCTUMOE BPEMS

cpeaHuit




Objective) B IuIaHUPOBAHUH
HETPEPBIBHOCTH OM3HECa
O3HAYaer:

BOCCTaHOBJICHHSI CUCTEMBI TIOCJIe cO0s
2) CTOMMOCTBH BOCCTaHOBIICHUS
WHPPACTPYKTYPHI TIOCIIC HHITUICHTA

3) MakcuManbpHO TOMYCTUMBIN 00BEM
MOTEPSHHBIX AaHHBIX (BpEMEHHON
Hepuo[), KOTOPBIN OpraHn3aIys roToBa
MPUHSATH IPU UHIUICHTE

4) KonnuecTBo pe3epBHBIX KOIHIA,
XPaHSILIMXCS B apXHBE

MK-7.1

Pentest tuma « White Box»
OTJIMYAETCS TEM, UTO:

1) TecTupoBaHue NpoBOANUTCS O€3 KaKHUX-
00 MpeABapUTENHHBIX TaHHBIX 00
o0BeKTe

2) TecTUPOBLIMK MOTYYAET IMOJIHYIO
nHpopMarIiio 00 apXUTEKType, HCXOTHOM
KOJIe, YUETHBIX JaHHBIX - UMHUTAIMS aTaKH
WHCalaepa Win NPUBHIETUPOBAHHOTO
3710y MBIIUIEHHUKA

3) TecTupoBaHUEe OTPAaHUIECHO TOILKO
BHEIIHUM NIEPUMETPOM CETU

4) IIpoBepsrOTCS UCKITIOYUTETHHO
(u3nUecKre CPeACTBa 3aLHTh

cpenHui

MK-7.1

Yro Takoe Playbook B koHTEKCTE
ynpasieHus nHuuaeHtamu 1b?

1) Crcok KOHTaKTOB ITOCTaBITUKOB
CPEACTB 3aIUThl HHPOPMALTUH

2) deranu3upoBaHHBIN CIIEHAPHIA
pearupoBaHus Ha KOHKPETHBIN THTT
WHIU/ICHTA: TTOIIaroBhIe IeHCTBYS,
OTBETCTBEHHBIC, HHCTPYMEHTHI, KPUTEPUH
JCKaNalyu

3) TexHu4eckuii >KypHaa COOBITHIA
0€30IaCHOCTH 3a OTYETHBIA TIEPUO]T

4) PernaMeHT NpOBEICHHUS €KETOTHOTO
ayauta b

cpeaHui

O =

MNK-7.1

Cranamapt [SO 22301 perymmpyert:

1) TpeboBanus k KpunTorpadGuIecKoi
3almTe HHPOPMALTUH

2) YrpaBneHre HeMPEPbIBHOCTHIO
Om3Heca: MPOIECCHI, ITIAHNPOBAHNE,
tectupoBanre BCP/DRP

3) Ouenky puckos Ub u nocrpoenne
CyUb

4) YnpaBneHre UHITUICHTAMH U
KOMIIBIOTEPHYIO KPUMHUHAJIUCTUKY

cpeaHuit

MK-7.1

Araka Tuma Supply Chain Attack
(araka Ha IIETTOYKY MMOCTABOK)
3aKJIF0YaeTCs B:

1) ®usnyeckoM MPOHUKHOBEHUH B
CEpBEPHOE IIOMELICHUE YEPE3 30HY
HOTPy3KH

2) Komnpomeranuu nocrasmuka [10 mmn
MOJIPSITYMKA C LIETbIO HCITOJIb30BaHUS
JIOBEpHS K HEMY JUISl aTaky Ha KOHEYHOTO
KJIMEHTa

3) IlepexBare JaHHBIX B IpoOIEcce UX
nepeaady no kanaitam cBsazu (MITM)

4) DDoS-artake Ha TOTHCTUYECKYIO

WHOPACTPYKTYPY NPEATIPHUITHS

cpeaHui

N —

MNK-7.1

EDR-pemenns (Endpoint
Detection and Response) B
OTJINYUE OT TPAJUIIMOHHBIX
AQHTUBHPYCOB:

1) 3ammmaroT TOJBEKO MOYTOBEIN TpadhuK U
Be0-Opay3epbl

2) OGecrieunBarOT MOBEICHYCCKHIA
MOHUTOPUHT KOHEYHBIX TOYEK,
00HapyKEHUE YIPO3 HYJCBOTO JHS U
aBTOMATHU3WPOBAHHOE PearpoOBaHue Ha
WHIIMJICHTHI HA YPOBHE X0CTa

cpeaHuit




3) PaGoTatoT HCKITIOYUTENBHO HA YPOBHE
CETEBOI'0 IIEpUMETpa

4) OCyIIEeCTBISIOT TOJIBKO CUTHATYPHBIN
ananm3 BpenoHocHoro I10

MNK-7.1

Yporau SOC (L1/L2/L3)
pasIn4aroTCs Mo:

1) CrouMoCTH TUIICH3MIT Ha
ucnonb3zyemsle SIEM-pemenus

2) I'myOune aHanm3a uHIMAECHTOB: L1 -
MepBUYHAs COPTHPOBKa, L2 -
yrny0a€HHBIN aHanu3, L3 -paccnenoBanue
cnoxxHbIX nHIMAeHToB U Threat Hunting
3) ['eorpaduueckoMy pactoNoKEHHIO
0IIepaTOPOB MOHUTOPUHTA

4) Tumy ucmosb3yeMoro 000pyJ0BaHHsI
(pu3udeckoe / BUPTyaIbHOE)

cpeaHui

o=

MNK-7.1

Uro takoe «Chain of Custody»
(mermouka XpaHEeHHs YIIHK) B
IUQPOBOI KPUMHHAITUCTUKE?

1) Anroputm mmdpoBanus THGHPOBHIX
JI0Ka3aTeNbCTB

2) JloKyMEeHTHPOBaHHBII TPOLIECC
¢duKcanny, XxpaHeHUs U Tiepeadn
IU(PPOBBIX JOKA3aTEIbCTB,
TapaHTUPYIOIIUI UX [ETOCTHOCTh U
JOMYCTUMOCTB B CYI€0OHOM
pazOupaTeNbCcTBe

3) [IpoTokoun Ge3omacHoi nepeaadn
JAHHBIX MEX]Y Y3JIaMH CETH

4) Peectp ysa3BUMOCTEH, BBISBICHHBIX B
XOJ€ TIeHTecTa

cpenHui

MK-7.1

B pamkax uMmopTo3ameIneHus B
cdepe UB peectp ®CTIK Poccuu
COZICPIKHT:

1) [Tepedens 3anpemENHBIX HHOCTPAHHBIX
MPOrPaMMHBIX MPOYKTOB

2) Cnmcok cepTu(UIMPOBAHHBIX
OTEYECTBCHHBIX CPEJICTB 3aIIUTHI
nH(POPMAIHH, JOMYIIEHHBIX K
MPUMEHEHUIO B TOCYJapCTBEHHBIX U
KPUTHYECKUX UH(HOPMAITMOHHBIX
cucremMax

3) Peectp ys3BUMOCTEH B 3apyOeskHOM
MPOrpaMMHOM 00ECIICUCHUH

4) ba3y naHHBIX UHIIUJCHTOB
kubepOe3onacHocTd B Poccun

cpeaHui

O\ —

MNK-7.1

[Ipon3BoACTBEHHOE TTPEITIPUATHE
MOJIBEPIJIOCH aTake ransomware.
SammudpoBano 80% (aiinoBbix
cepepoB. RTO =4 4, RPO =1 u.
PesepBHbIe KOHUU CO3/1aBaATHChH
pa3 B 24 4 ¥ XpaHWINCH B TOH XKe
ceTH (0Ka3aNuch 3amm(ppoBaHsbI).
OrneHnTEe HAPYIICHUS |
pa3paboTaiiTe mjiaH HeMEJICHHBIX
U JOJATOCPOYHBIX AEUCTBUM.

1) Hapymenuii HEeT: Hy>KHO IPOCTO
00paTuThes B cy )0y MOJACPIKKA
aHTUBUpYCa

2) RPO napymen (24 4 >> 1 1), 69Kars
CKOMITPOMETUPOBAHBI N3-32 OTCYTCTBUS
W30JISIMN; HEMEAJICHHO: aKTUBHPOBATh
IUIaH pearupoBaHusl, H30JUPOBATh
3apaKEHHBIE CETMEHTHI, OLICHUTD
BO3MOXHOCTh BOCCTaHOBIICHHS U3
W30JIUPOBAHHBIX (€CITIH €CTh) KOIHIA;
JOJITOCPOYHO: BHEAPUThH U30JIMPOBAHHOE
(air-gap) XpaHuIUIe 03KaroB, COKPaTHTh
RPO 10 1 4 (uHKpeMeHTaNnbHbIE O9KaTIbI),
nposecTH yueHust no DRP

3) JloctatouHo 3aIruIaTUTh BBIKYI U
BOCCTaHOBUTD JaHHbBIE

4) IIpo6rema TONBKO B OTCYTCTBUU
aHTUBHUpYca Ha (ailIoBBIX cepBepax

BBICOKHI

MNK-7.1

SOC-ananutuk L1 monyuaer
anept ot SIEM o 500 HeymauHbIX
TIOTIBITKAX BXOJa 3a 5 MUHYT Ha

1) 3aKkphITH aNepT Kakx JI0KHOE
cpabaThIBaHKE - BO3MOXHO, [10JIb30BaTEIlb
B KOMaH/IMPOBKE

BBICOKHI




OJIMH aKKayHT, [TOCJIC YeTOo - OAHA
yCHelTHas aBTOPHU3aINs C
HetunmaHoro IP (ctpana -
HEpOCCUUCKAasl Te0JIOKALINSA).
OnuimTe MpaBUIIBHYIO IETIOYKY
pearupoBaHusl.

2) HemennenHo 3a0110KMpOBATh YIETHYIO
3anuck 0e3 yBeIOMIICHHUS TI0Ih30BaTENA
3) L1 sackanmupyet Ha L2: moaTBepIuThH
npusHaku Brute Force + Account
Takeover, BpeMeHHO 3a0JIOKHPOBATH
CECCHI0, YBEJIOMUTD BJIAJCIIbLIa aKKAyHTA
u cyx0y Ub, cobpats IOC (IP, user-
agent, timestamp), HHULIUUPOBATH CMEHY
napoJisi u npoepky MFA, npoBeputh
JIEUCTBUS B CUCTEME TOCJIE€ YCIIEIIHOTO
BxoJ1a Ha mipeameT lateral movement

4) J1oxmaTsCsi TOBTOPHOTO WHITUICHTA IS
MOATBEP>KIACHUS YTPO3bl

1 MNK-7.1 Kommnanus 3aBepiuinia BHEIIHUNA 1) BkiTtounTh B TUTAHOBBIX peu3 depes 3 BBICOKHI
8 Pentest (Black Box). Otuér Mecsia
BBISIBIJI: KDUTHUECKYIO 2) YBeOOMUTb pa3pabOTYMKOB U KAATh X
ys3BuMocTh SQL Injection B pemreHus
ny0oanuHoM API, BO3MOKHOCTB 3) Hememnennast 3ckaianus 10 TOII-
MOJTyYEHUs TIpaB aIMUHUCTPATOPA. | MEHEIKMEHTA; BBECTH KOMIIEHCHUPYIOLIHE
CVSS Score = 9.8. Kak nomxna mepbl (WAF-npaBuina, orpanndenue
OBITH BBICTpOEHA IpHopHUTH3aIisa | poctyma k API); yctanosuts SLA Ha
YCTPAHEHUSI U KOMMYHUKALIUS C ycTpaHenue — 48-72 yaca; mpoBecTu
PYKOBOACTBOM? MMOBTOPHOE TECTUPOBAHME MOCIE MaTYa;
npoBepuTh cMexxkHbie APl Ha aHanoruyHbIe
YS3BUMOCTH; 3a(DUKCHPOBATH UHIUJICHT B
peecTpe pUCKOB
4) Onmy0nuKoBaTh ySI3BUMOCTE B Bug
Bounty u >xnate npeanoxxeHui ot
HCCIIEOBATENEH
1 nKk-7.1 Opranusarys nepexouT ¢ 1) Hemennenno otkimounts Splunk u BBICOKHI
9 3apyoexnoro SIEM-pemenus [IEPEUTU HA HOBOE PELICHUE
(Splunk) Ha oTedecTBEeHHBIH 2) IIpoBecTu mapauienbHy0
aHaJIOT B paMKax JKCIUTyaTalrio 00enX CUCTEM Ha TIEPHOT
umnopro3zamenienusa. Komanga b | Murpamuu; nostamnHo nNepeHoCUTh paBuia
BeIsBMIIA: (1) yacTe mpaBui KOPpENALNN C TECTUPOBAaHUEM; HACTPOUTH
KOppEJSILMY HECOBMECTHMA C MPUOPUTETHBIE HHTETPALIMH B IIEPBYIO
HOBOI1 cUCTEeMOH; (2) MHTErpauu | oyepenb; OpraHu30BaTh 00yUeHHe
¢ 3 UCTOYHHMKAMHM JaHHBIX AHAJIUTHKOB JI0 MEPEKIIIOYCHMS;
TpeOyroT mopaboTku; (3) OTIpEAECTTUTh KPUTEPUH TOTOBHOCTH K
AQHAINTUKY HE 00y4YEeHBI HOBOMY (mHATEHOMY TIEpeXoay ¥ JaTy TUIaHOBON
unrepdeticy. [Ipennoxure ian octanoBKH Splunk
MUTpalUH ¢ MUHUMH3anue okHa | 3) OTI0XKHUTh MUTPALHIO J0 TYUIINUX
pHCKa. BpEMEH
4) 3amenuts SIEM Goitee TpocThIM
pELICHHEM - )KYpHATUPOBAaHUEM B (ailibl
2 MK-7.1 Komnanus Brenpser Zero Trust 1) [IpenoctaBUT AOCTYM - YUETHEIE BBICOKUI
0 Architecture. CoTpyaHUK C JaHHBIE KOPPEKTHBI, 3HAUYUT MOJIb30BATENb

JEUCTBYIOLUIMMU KOPIIOPATUBHBIMU
YUETHBIMH JaHHBIMH 3aIlpalnBaeT
JocTyn K kputuuHoit BJ] ¢ HoBorO
YCTPOMCTBA U3 HETUITUYHOU
Te0JIOKaIlMH B Hepabouee BpeMs.
Kak otpearupyer cucrema ZTA n
o4YeMy UMEHHO TaK?

JIETUTUMEH
2) HaBcerna 3a0J10KMpyeT aKKayHT Kak
MOAO03PUTEIbHBIN

3) 3ampocuT MOBTOPHYIO
ayrentudukanuio (MFA), mposepur
Device Compliance (peructpanus, natud,
AHTUBUPYC), OLICHUT [TOBEJCHYECKUI
KOHTEKCT (BpeMsi, TeOJIOKaIIHS,
AQHOMaJINH), TPH HECOOTBETCTBUH
MOJIMTUKE MPEIOCTaBUT MUHUMAJILHBIE
MPUBUJIETHU WIIH OTKAXKET B OCTYTIE -
npunimn «Never Trust, Always Verify»
HE JIOMYCKAET HESIBHOTO IOBEPHsI JaKe K




ABTOPU30BAHHEIM I10JIE30BATEIISIM
4) HammpaBuTt 3ammpoc BpyIHYIO
CHUCTEMHOMY aIMHHHUCTPATOPY




