[loKyMeHT NoAnucaH NpoCToil 3NeKTPOHHOM NOANMUCHI0
NHbopmaums o Bnagenbue:

®K1O: Kocerok Cepreit Muxaiinosuy
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[ata noﬂmcamﬁﬁgmw%dyampnaﬂ AJIA MPOMEKYTOIYHOMN aTTeCTAlMMA 110 JTUCHUIIINHE

YHUKaNbHbIV NPOrPaMMHbli k10O CHOBBI HH(l)(ipMaHHOHHOﬁ O0e3omacHocTH» 1 ceMecCTp

e3a68134ap),¢0 tpd fipaRhrdpiged dobrdcia3p 09.03.02 NudopmanimoHHbIe CUCTEMBI U TEXHOJIOTUU
HOJTrOTOBKH
HanpasnenHocTh WHpopMalMOHHbIE CUCTEMBI U TEXHOJIOTH
(mpocuin)
dopma 00yueHUs Ounast
Kagenpa-pazpaborunx WNubopmaTuky U BBIYUCIUTENBHON TEXHUKN
Brimyckatomnias kadenpa WNudopmaTuku U BEIYUCIUTEIBHON TEXHUKU

TunoBble 3aaHKsl 1JISI KOHTPOJIbHOW padoThI:

IIpakTnueckoe 3aganue Ne 1.

CpaBHHTEJIbHBbIA AHAJIM3 IHTPONUITHBIX KOJO0B MOJAEJIH HCTOYHUKA COO0LLIEeHUsI

Heabs padoTbl — cmoldenuposams UCMOYHUK COOOWEHUS U NPOGeCMU CPAGHUMENbHBIN AHANU3
SHMPONUUHBIX KOOO8 015 8bIAGNEHUS CaMOll 3¢ hekmugHol.

IIaru BoINMOJTHEHUS
o [loctpoeHne Mojienu Oe3 mamMsITH AJIsl cCOOOIEeHHS (BO3MOKHA ITPOTpaMMHasi peasi3aius).
e Pazpabotka sHTpOnuitHbIX KofoB (Dano u lllenona) mo Moaeny.
e  Onrumuzanus koaa Illennona.
e PazpaboTka 6J109HOTO KO/1a MUHIMAIEHOW JJTHHBIL.

o CpaBHeHue 3(PPEKTUBHOCTH pPAOOTHI SHTPONUHHBIX KOJOB HAa OCHOBAHMM W3YYCHHBIX
XapaKTePUCTUK (CKOPOCTH KOJ1a, M30BITOYHOCTH Ha CUMBOJI, CTEIICHb CXKATHS U T.1I.).

e AHanu3 pe3yJIbTaToB; HAIMCAHUE OTUETA O MPOJEIaHHOM padoTe.

B Ka4yeCTBEC I/IH}Z[I/IBI/IILyaHBHOFO COO6HIeHI/I$1 Hpez[naraeTCﬂ HepeBo,u Ha HHOCTpaHHBIﬁ SA3BIK CJ'ICJIYIOHII/IX
ctpok: «K cyacTpio WM K HecuacThlo, Bpemsi He xaeT. OHO B3IBIXaeT C MPEACKa3aHUSIMH, THXO
MPOCHITIACTCS U OMATh YXOJAUT». 3aJaHWs BBITIONHSIOTCS COTJIACHO WHMBH/YalTbHBIM BapHaHTaM
(Tabmnuma 1).
Tabnuna 1 — BapuaHThl MHANBUTyalTbHBIX 3a1aHAN

Bapuant S3bIK
I'py3uHckui
DpaHIy3CKUI
Hemenxmuii
UranpsaCKHH
Hcnanckui
[TopTyranbckuil
Jarckuit
IBenckuii
Hopsexckuii
Typeukuit

OO |INOOUIAWIN|F-

[EEN
o




11 CrnoBeHCKUI
12 ITonbckui
13 YKpauHCKUl
14 OCTOHCKHI
15 Bonrapckuit

IpakTnyeckoe 3axanue Ne 2.

IpoexT mo Teme «OcHOBBI HHPOPMALUOHHON 0€30MACHOCTID)

Heabp padoThl — u3yueHUe OCHO8 UHPOPMAYUOHHOU OE30NACHOCMU U AHAIU3 CYUWeCMEYIOUUX
n00X0008 U Memo008 peuieHusi NPoOIeMblL 3aWUmMbl UHPOPMAYUU 8 COBDEMEHHOM MUpE.

[TpoekT HampaBieH Ha HPOOYKAECHHE B CTyJCHTaX MHTEpEca K CAMOCTOSTEIHHOMY IIOTPYKCHHUIO B
cnenuuKy HEKOTOpoH y3koil obmactu chepsl HHOOPMAIMOHHON 0€30MaCHOCTH, OTBEYAIOIICH
UHTEpecaM CTYJICHTA.

IIlaryu BpIIOJTHEHUS:

Bri160op 1 cornacoBaHue ¢ MpenoaaBaTeIeM TeMbI TPOSKTHON padoTHI.

Uzyuenne nmuteparypsl 0 BEIOpaHHOH TeMe.

Brinenenue mpobiaeMaTHKK 10 BEIOpaHHOH TeMe B 001acTH HHPOPMAITHOHHON
0€30MacHOCTH.

AHanu3 CyIECTBYIOIINX METOIOB H MOJX0JI0B, UCTIONB3YIONINXCS B 00eCTIeYeHUH
WHPOPMALTMOHHOH 0€30MaCHOCTH IO BBIOPaHHOH TeEMe.

BrisiBiieHre TeHACHINI pa3BUTHS TEXHOJIOTHII 110 BRIOPAaHHOW TeEMe, OTIpeieTICHIe
HampaBJIeHUH OyAyIMX UCCIIeIOBaHUH.

IToaroroBka oTyera 1o NpoAeIaHHOM padoTe.

IIpumepsbl TeM MPOEKTOB:

1.
2.
3.
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11.
12.
13.
14.
15.

[Tpob6nembl HHPOPMAITMOHHON 0€30MACHOCTH B 00JIAYHOM XPaHUIIHIIIE

Pa3Butue Texnonoruit 0OHapyKeHUsI BTOP>KEHUI U TPOTUBOJAEHCTBUS UM

OTHYECKHUE U IPABOBbIE aCIIEKThI HCIIOIb30BAHUS XaKEPCKUX TeXHOJIOrHi. O030p HHINACHTOB
nocnensero 10-nerus

Hcnonb30BaHne UCKYCCTBEHHOT'O MHTEJIJIEKTa B MHYOPMALIMOHHON 6€3011aCHOCTH

AHanmm3 pucKoB HHPOPMAIIMOHHOH 0€30MIaCHOCTH C YUETOM YTPO3 KBAaHTOBBIX BBIUMCIICHHUH
KganroBas xpunrorpadus: Muds! 1 peabHOCTh

[Ipumenenne MalIMHHOTO 0OyUeHHS AJIs YIIy4IIeHus] 0a3 BUPYCHBIX CUTHATYD
Bbuomerpudeckas ayrenTnuKanusa: 0cOOEHHOCTH BHEIPEHHS U IPUMEHEHHS
MynbTudakTopHas ayTeHTU(QHUKALNA: TPEHIBl U CLEHAPUN Pa3BUTHS

. CpaBHeHI/Ie Moz[eneﬁ pasrpaHu4CHusA OOCTYyla: HHCerHHOHHBIﬁ, MaH,Z[aTHLIfI nu pOHCBOﬁ

TTOTXOJTBI
Hcnonb30BaHre NCKYCCTBEHHOT'O HHTEIIIEKTA M MAIIMHHOTO 00yueHus B 3amute oT DDoS
Ketinorrepsl: mpuHIumn paboTkl, METOII OOHAPYKEHHUS U 3aIIUTHI

[Ipobnemsl 1 MeToIbI OOHApYKeHUs U ycTpaHeHus: Trojan horse-BupycoB

Peanuzanus ceTeBoil 6€30MaCHOCTH C MMOMOIIBIO BUPTYaJIbHBIX YacTHBIX ceTel (VPN)
AHanm3 ceTeBBIX TOMOJOTHIA U BEIOOP METOJIOB 3alIUTHI C TOMOIIBI0 MEKCETEBBIX IKPAHOB



Tumnosbie BONMPOCHI K IK3aMEHY

=

Kakue ropuanyeckne 0OCHOBBI ONIPEEISIOT HHPOPMALMOHHYIO 6€301acCHOCTE?

2. Kakue o0s3aTenbcTBa M0 00€CIEYEHHIO HH()OPMAIMOHHON 0€30IacHOCTH BO3JIAraroTCs Ha
pabOTHUKOB OpraHu3au?

3. Pacckaxute 0 TpaBOBOl OTBETCTBEHHOCTH 3a HapylleHHe TpeOoBaHWI HH()OPMALIMOHHOM
Oe3omacHoCTH.

4. Kakme JOKyMEHTHl JOJDKHBI OBITh pa3padoTaHbl B OpraHW3aldéd Uil OOECIIeYeHHs

WHPOPMALMOHHON 0€30MmacHOCTH?

Kakue morHOMOYHS y CIIEIIMANCTOB 110 HH(POPMAaIIMOHHOM 0€30TTaCHOCTH B OPTaHU3alN?

Kaxue npaBa u 003aHHOCTH y MTOJIb30BaTeNNel HHPOPMAIIMOHHBIX PECYPCOB B OPTaHU3ALINN?

7. Kakue paspemnTenbHble JOKYMEHTBI TOJDKHBI OBITH MOJIyYeHBI Uil paboThl ¢ MH(pOpMamuex,
COCTABJISIFOIICH rOCYJapCTBECHHYIO TaliHy?

8. Uro Takoe mepcoHaNIbHBIE TaHHBIE M KaK OHU OIPEIENSII0TCS 3aKOHOIaTeIbCTBOM PD?

9. Kakwue npaBa y cyObeKTOB MEPCOHANBHBIX JAHHBIX M KAK OHU MOTYT MX OCYIICCTBUTH?

10.Kakue naHHBIE MOTYT CUATATHCS KOH(UACHIINATHHBIMA?

11.Kakue naHHbIE MOTYT CUYUTATHCS OOIIEIOCTYITHBIME?

12.Yto Takoe ysS3BUMOCTH WHGOPMAITMOHHBIX CHCTEM, U KaK BOZHHUKAIOT?

13.Kak OIICHUTh YpPOBEHb YSI3BUMOCTEH B HWHGOPMAI[MOHHOW CHCTEME, W KaKue METOIbl U
WHCTPYMEHTBI JJIsl 3TOTO CYIIECTBYIOT?

14.Kak npoBOAWTE ayAWT ysA3BHMOCTEH B MH(OPMALMOHHBIX CHCTEMax, U KaKU€ BBIBOJIBI MOXKHO
cenaTh Ha €ro ocHoBe?

15.Kak ompenenuTh NPUOPHUTETHI MPHU YCTPAHEHUH YS3BUMOCTEH B WH(POPMAIMOHHBIX CHCTEMaXx, H
KaKHe KPUTEPUH CIELYeT UCIO0Ib30BaTh?

16.Kakum 00pa3oM MOKHO 00€CTIEYHTh TPEBEHTUBHYIO 3aIUTY OT YA3BUMOCTEH B MH()OPMAITMOHHBIX
CUCTEMaXx, U KaKOH POJIM 37IeCh UTpacT 00pa30BaHKE MOJIb30BaTEIICH?

17.Yto takoe ayrenTudukanus? Kakum o00pa3oM MOXKHO HCIOIB30BaTh MYJNBTA(DAKTOPHYIO
ayTeHTU(HUKALMIO IS AOTOJHUTEIbHOM 3amuThl nHpopManun? Kakue Buabl MynbTH(aKTOPHOM
ayTEHTU(HUKAIUH CYIIECTBYIOT U KaKk OHH paboTaroT?

18.Uto Takoe moauTHKa 0€30IaCHOCTH, U YTO B HEE BXOINUT?

19.Kakum 00pa3om pa3paboTaTh U pean30BaTh MOJUTUKY O€30TIACHOCTH B OPTaHU3AINN !

20.Kakum 00pa3oM MOKHO O00€CHeuuTh 3alIUTy OT BHYTPEHHHUX YIPO3 B paMKaxX TOJUTHKH
0€30I1acHOCTH, TAKUX KaK YTeUKH HH()OpMAIIUK WIIH HAPYIIEHHs TIPaBUII IOCTyma?

21.Yt0 Takoe KOAUPOBAHHE U KaK OHO IIOMOraeT obecneynBars 0€30MacHOCTh HHpOpMaLH?

22 .Kakue BUIbI KOOUPOBAHUS IPUHATO BhIAENATH? HazoBuTe nx HazHaueHue

23.PacckaxuTe mpo pa3IrnyHble METOIBI KOJUPOBAaHUSI, TAKKE KaK IOTOYHOE U OJI0YHOE.

24 PacckaxuTe TIIpO HCHOJNb30BaHHE Kpunrorpaguyeckux Xem-QyHKUMH A KOAWPOBAHHS
nH(pOpMAITUH.

25.Y10 Takoe MOMEXOyCTOWYMBOE KOJMPOBAaHHE M KaK OHO HCIOJB3yeTcs JJisi Oo0ecrieueHHs
0€301acHOCTH TaHHBIX?

26.Kakoii mpuHIIMII JISKUT B OCHOBE KO/1a XOMMHHIA U B KAKHX CIY4asX OH MOKET OBITh MOJIE3HBIM?

27.Kakue mapameTpbl OIIEHKH TNOMEXOYCTOHUYMBBIX KOJIOB BBl 3HaeTe? 3ayeM OHHM HYXKHBI, Kak
BBIYHCIISIFOTCS ?

28.Pacckaxure 0 KoJax OOHapyXeHus aTak. B uem nx npeumyIecTBa U HEAOCTATKU

29.Y10 Takoe kpunrorpadusn? Kakue 3agaun B Heil perarorcs?

30.Yto0 Takoe kpunroaHanus? Pacckaxxute po N3BECTHBIC BaM KIIACCHI aTak

31.Kakue MeTojpl MUQPOBaHUSI BaM U3BECTHBI?

32.Y10 Takoe KOHPHUICHINAIBHOCTh U TIOYEMY OHA Ba)kKHa JUIs oOecriedeHus 0e3011aCHOCTH TaHHBIX?

33.Kakue nanHbIe B OpraHU3alii MOTYT CUUTATHCS KOHPHICHIIMAIEHBIMY, U KaK UX 3allUIIaTh?

34.PacckaxuTte PO OCHOBHBIE METOJIbI 3alIUTHl KOHOUICHIIMATHHOCTH JIAHHBIX B OPraHH3aIlUH.

35.Pacckaxure npo nporpaMmsl IUGpoBaHus GaiioB 1 OCHOBHBIE METOABI X MIH(POBAHHS.

36.Pacckaxure mpo HCIoiab30BaHUE Kiodeld. Kak MOXXKHO opraHu3oBaTh 0e30IacHOE XpaHEHHE H
pacrpeneneHue Kirodeii?

37.Y10 TaKkoe LeNOCTHOCTh U IOYEMY OHa BaykHa JUI o0ecTiedeHus 0€30MacCHOCTH JaHHBIX?

38.Kakue BuIBI yIpo3 CyLIIECTBYIOT B OTHOIIEHHH LIETOCTHOCTH JaHHBIX?

oo



39.Kak 3ammTuTh HETOCTHOCTh NAHHBIX INPH HCIIOIB30BAHWM OOJAYHBIX TEXHOJOTHH M CHCTEM
XpaHeHust uHpopmanuun?

40.Kak opraHu3oBaThb NPOLECC PE3EPBHOTO KOMHMPOBAHHA K BOCCTAHOBICHHSA JaHHBIX IS
obecrieueHus IeT0CTHOCTH HH(POPMAITHH B OpraHU3aITiHN ?

41.Yto Takoe AOCTYITHOCTH M IMOYEeMY OHa BayKHA JIs oOecTieueHust 0€30IaCHOCTH JaHHBIX ?

42 Kakue BUIIBI yTPO3 CYIIECTBYIOT B OTHOIICHUH JOCTYIMHOCTH AaHHBIX?

43.Paccka)kuTe TIPO OCHOBHBIE METOABI 3alIWUTHl JOCTYIIHOCTH MJaHHBIX, HCIIOIb3yeMble B
nH(POPMAITMOHHON 0€30TTaCHOCTH.

44 Kak 3aIUTUTh AOCTYIIHOCTh JAHHBIX NPU HCIOJB30BAHWM OOJNAYHBIX TEXHOJIOTMH W CHCTEM
XpaHeHust uHpopmanuun?

45.Ut0 Takoe CHCTEMBl pa3TpaHWYCHHS IIpaB JOCTyNa M KaKk OHH IIOMOTAalOT OO0ecIeYnBaTh
0e30nacHOCTh TAaHHBIX?

46.PacckakuTe Mpo Mpolecc ayTeHTU(PHKAIMW W aBTOPU3ALMH IOJIb30BaTeNeld Npu padoTe C
nHGOPMALMOHHBIMU CUCTEMaMH.
47 Kakum 00pa3oM MOXXHO OpPraHM30BaTh AOCTYIl K KOH(DHISHIMATBHBIM JaHHBIM TOJBKO JUIA
OTIpe/IeTICHHBIX KaTeropuii mojib30BaTeNel, HalpuMep, PyKOBOAUTENEH WM aJMUHHUCTPATOPOB?
48KaK OpraHu3oBaTb aBTOMATHYCCKOC U3MCHCHHUC IIpaB OOCTyIla B 3aBUCHUMOCTH OT U3MCHCHUA
JOIHDKHOCTHBIX 00S3aHHOCTEW TIOITb30BaTeNe?

49.PacckaxuTe TIPO OCHOBHBIC BHUJBI YSA3BHUMOCTECH CETEBBIX TEXHOJOTHMH U METOIbI UX
MpEeIOTBPALLIEHHUS.

50.Pacckaxure Mpo OCHOBHBIE METOJBI 3AIUTHI OT CETEBBIX aTak, Takux Kak DoS-aTaku u nmepexsaT
Tpaduka.

51.KaKI/IC IMPUHIOMUIIBI MOKHO HUCITIOJIB30BaTh AJId CO3AaHHA 3alllUIIICHHBIX BUPTYaJIbHbIX YaCTHBIX cerel
U TYHHEIHPOBaHUS Tpaduka?

52.Kak BO3MOXHO M30€KaTh yTeUKH HH(GOPMAINH B CETEBBIX TEXHOIOTHAX, HAITPUMED, IIPH IIepeiade
JAHHBIX Yepe3 OTKPHITHIE CETH WK MPH UCTIONIB30BaHUU OOIEIOCTYITHBIX pECYpCOB?



