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TunoBble 3apaHnsA ANs KOHTPONbLHOU PaboThI:

o Co3gaTb HOBYHO (hansioByto CUCTEMY Ha BUPTYanbHOM OUCKE.

« HactpouTb MoHTMpOBaHWe hanioBon CUCTEMBI.

e Wcnonb3oBaTb XeCTKMe U CUMBOSIMYECKMNE CChINKMN.

« Wcnonb3oBaTb KOMaHAy PS AN MOHUTOPUHIa NPoLECCOoB.

« HacTtpouTb nnaHMpoBaHMe 3a4ad ¢ NOMOLLbIO cron un systemd timers.

« Wcnonb3oBaTb cgroups Ansa ynpaesneHus pecypcamu.

« HacTtpouTtb ceTeBon nHTEPENC.

« Wcnonb3osaTb iptables ona HacTponkn GpaHamayapa.

e MOHUTOPUTL CETEBYO aKTUBHOCTbL C NOMOLLbIO tcpdump.

o Hactpoutb SELinux unn AppArmor ans orpaHnyYeHns ocTyna K pecypcam.

« Wcnonb3oBaTb UHCTPYMEHTLI ayauTa 6esonacHocT onga obHapyXeHus
BTOPXXEHUN.

« CospaTb cobcTBEHHBIN NakeT (deb nnu rpm).

e HacTtpouTb nokanbHbIN PEno3UTOPUMN.

e YnpaBnsaTb 3aBUCMMOCTSAMU MNaKeTOB.

« CospaTb Docker-obpa3s onst npunoxeHus.

« Hanucatb Dockerfile gna mHoroatanHomn c6opku.

« Wcnonb3oBaTb Docker Compose onsa opkecTpauum KOHTENHEPOB.

« Hactpoutb cbopounyto cpeny (GitLab Cl unn GitHub Actions).

« ABTOMaTM3MpOBaTb TECTUPOBAHNE U Pa3BepPTbIBAHUE NPUMOXEHUN.

« PeanusoBatb cTpaTermm Bblinycka OOHOBIEHNA N OTKAT U3SMEHEHWUIA.

TunoBble BONpoChHI K 3a4eTy:

OnuwmnTe OCHOBHbIE OTNMYKSA Linux OT ApyrMx onepaunoHHbIX CUCTEM.
Kakne KOMNOHEHTbI BXOAAT B apxuTekTypy Linux?

Ha3oBuTe OCHOBHblE OUCTPUBYTMBBI Linux 1 nx ccoepbl MPUMEHEHMS.

Uem oTnnyaeTcs cuctema nHnyuanuadauum systemd ot SysV init?

Kak dounocodus Linux BnvseT Ha eé ncnonb3oBaHue B paspaboTke?

6. L4To Takoe FHS, n kak oHO onpegenseT CTpykTypy ¢pannoBon cuctemsl Linux?
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CpaBHute annosble cuctembl extd, XFS un Birfs. B kakux cnyyaax kaxpgas M3 HUX

ncnonb3yeTca?
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Ob6bACHMTE pasHULy MeXay XXECTKUMN N CUMBOJSTIMYECKMMM CChINIKaMM.

Kak Virtual File System (VFS) nomoraet B yHudgukaumm paboTbl ¢ bannoBbiMu cuctemMamm?
Kakune komaHabl nCNonb3yoTca AN ynpaBrieHns npasamu gocTyna Kk gpamnam?

OnuwmnTte mogenb NpoueccoB B LiNUX 1 X XXU3HEHHbIN LK.

UTo Takoe cgroups, U Kak OHU UCMNONb3YKTCA A5 ynpaBneHus pecypcammn?

Kak namespaces obecrneunBatoT nsonsumio npoweccos? NpuseguTte npumepbl NPUMEHEHUS.
Kakne MHCTpyMEHTbI UCNOSb3YTCA AN MOHUTOPUHIA npoueccos B Linux?

Ob6bsicHUTE MexaHM3M MexnpoueccHoro Bzanmogenctams (IPC) B Linux.

Kak HacTponTb ceTeBon uHTepdenc B Linux? MNpueegute npumep KomaHabl.

Uem oTnmyatotcs iptables ot nftables? Kakue npemmywiectsa npegoctaBsnset nftables?

Kakne ceteBble cny6bl MOXXHO HAacTpouTb B Linux, u Kak aTo caenatb?

Kak ncnonb3oBatb tcpdump 419 MOHUTOPUHIA ceTeBoro Tpadguka?

Ob6bACHMTE apXxMTEKTypy CceTeBOM nogcmucTemsl Linux.

YTo Takoe SELinux, 1 kak oHO obecneunBaeT 6€30MacHOCTb CUCTEMDI?

Yem AppArmor otninyaetcs oT SELinux? B kakux criyq4asx MCnonb3yeTcs KaXKabl MIHCTPYMEHT?
Kakve MHCTpYMEHTbI MOXHO UCMOSb30BaTh 418 aHanu3a 6e30nacHoOCT CUCTEMbI?

Kak wnpposaTtb AaHHbIe Ha ypoBHE hbannoBon cuctemsl B Linux?

Mepeuncnnte OCHOBHbIE METOAblI OBHAPYXEHNS BTOPXKEHU B CUCTEME.

CpaBHuTe nakeTHble MeHegxepbl apt, yum/dnf n pacman no dyHKUMOHANLHOCTU U

NMPUMEHEHMUIO.
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OnuwuTe npouecc co3gaHna cobctBeHHoro nakeTa (.deb unu .rpm).

Kak paspewaTb KOHONNKTbI 3aBUCUMOCTEN NPU YCTAaHOBKE NaKeToB?

Uto Takoe Makefile, n kak oH ucrnonbsyetcs ans cbopkun nporpaMmmHoro obecnevyeHna?

Kak opraHn3oBaTb JloKasnbHbIN PENO3UTOPUIA AN YpaBreHnsa naketamm?

Yem otnnyaetca KVM ot Docker ¢ To4ku 3peHusi BupTyanusaummn?

Onuwute npouecc co3gaHna Docker-obpasa ¢ ucnono3osaHmem Dockerfile.

UTto Takoe MHoroatanHasa cbopka (multi-stage build), n kakue npenmyuiectsa oHa JaéT?

Kak Kubernetes nomoraet opkecTpaumm koHTenHepoB? [lpuBegute npumep cueHapus

MCMOoJNb30BaHUA.
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Kakne apxutekTypHble NaTTepHbl NPUMEHSIOTCA AN KOHTEMHEPU3OBAHHBLIX NMPUIOXKEHWNIA?
Yto Takoe CI/CD, n kak oHo peanusyetca B GitLab Cl nnu GitHub Actions?
O6bscHuTe koHuenuumo "MHdppacTtpyktypa kak kog" (IaC). Kakne MHCTpyMeHTbl MCNONb3yHTCA

ans eé peanusayumn?
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Kak HacTponTb MOHUTOPUHT CUCTEMBI C Ucnonb3oBaHnem Prometheus unu Grafana?
Kakune cTtpaTermn obHOBNEHUS MPUNOXEHUA NpuMeHsATcs B production-cpege (Hanpumep,

blue-green deployment)?

40.

Kak aBTOMaTnM3MpoBaTtb TeCTUPOBaHWE NPUoXeHun npu nomowm CI/CD?



